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Technical Surveillance Counter Measures (TSCM)

Only you know if you have reason to believe whether someone is listening or watching, and if you think they
are, then they probably are. Technical Surveillance Countermeasures or TSCM, is also known by the reference
of "Bug Sweeps," and the more modern name of Electronic Eavesdropping Detection or EED. We are Certified
Specialists in the detection and location of eavesdropping devices.

Technology is constantly evolving. The technical aspects of Eavesdropping, (audio, video, cell phones,
computer spy ware and GPS), has grown and these devices and methodologies are becoming easier, cheaper
and better.

We specialize in locating and neutralizing surreptitious devices and nefarious personnel. It's a simple matter for
an antagonistic employee or enemy, to buy an effective transmitter or ‘bugging’ device. Cheap, yet effective,
audio and video devices are easily planted in boardrooms, computers, executive offices, vehicles and homes.
Our product is privacy assurance and protection. The GBI Team is trained to the same specifications and
utilizes the same equipment and techniques used by federal government. We use the state of the art OSCOR,
an R.F. Spectrum Analyzer, as well as F.L.I.R., telephone and networks analyzers ($100,000).

In Minnesota as in most states, you need to be a licensed Private Investigator to conduct theses counter
eavesdropping sweeps. We are licensed to do so, which allows us to do compete consulting work while
protecting your interests. The GBI Team uses the latest REl counter-eavesdropping equipment and can ensure
complete confidentiality.

An Eavesdropping Threat Detection Sweep can be done in approximately 6-8 hours if the site is large, more
time will be required. The hard line telephones are checked, a physical search is done and a radio frequency
analysis is done for hidden wireless microphones and video cameras.

Our standard TSCM sweep services include the following:

' ‘ i! "}' !‘ E Inspect all outlets, switches, and lighting for VLF/RF devices.
) Inspect all PBX, LAN, and WAN connections and equipment.
; Inspect all tables, chairs, desks, cabinets and furniture.

Analysis of all EMF emanations. (0-8GHZ)

Analysis of Infra-red and Laser emanations.

Active and passive light spectra examined.

Evaluation of computer network and associated cabling.

Inspection of all Xerox, fax, and other imaging equipment.

Phone lines inspected and toned back to the telecom room.

Thermal imaging and analysis of inspected areas.

Most activities will overlap to provide complete coverage.
*Computers scanned for infections of spy ware. (on request)
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Secure Conference Room Service

This service is tailored made for the technology, financial and legal
industries and its many conference and meeting locations. Whether
it’s the legal board rooms or the stop over suites, we will come to
your location, conference room, hotel suite or meeting area, scan
and secure it electronically, set up an acoustic noise generators and
monitor the signals environment during the duration of the meeting,
ensuring your information remains secure.

Trained by the leading TSCM Company in the world - Research
Electronics International, we are trained to the same specifications
and employ the same techniques used by government. We can come
to your place of business, perform a vulnerability analysis and
provide you with an immediate estimate. Our fees are competitive
and reasonable. Call our offices for a comprehensive quote.

A standard “Motor Vehicle” will require 2-4 hours.

A TSCM/Tracking inspection performed on a standard, non-luxury
motor vehicle will require two to four per vehicle (depending on the
vehicle).

Examinations of luxury vehicles, larger SUVs, motor coaches, boats,
and similar motor vehicles will usually involve several days at a
higher cost.

Residential TSCM inspections are similar to commercial and industrial
sweeps and while they share many of the same characteristics,
homes are often far more cluttered especially if the home has been
lived in for a long time.

The GBI Team will conduct a thorough inspection of the immediate
exterior and the interior of the residence, cellphones, computers and
vehicles. Additionally, the team will run a check on your home
network and wireless router security. Our residential TSCM services
are designed to restore your peace of mind and ensure your privacy.

Recurring sweeps are a convenient program of ongoing TSCM
= e i = inspections at a reduced daily rate. One annual fee and after an initial
- - — inspection to develop a standard, we randomly inspect your offices
e S e and workspaces several times a year. Typically these inspections will
- - -— be done on a quarterly basis.
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